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ABSTRACT

This study emphasizes the significance of risk management models in bolstering information se-
curity within organizations. As information systems increasingly become integral to business op-
erations, materializing business risks without adequate risk management has become exceedingly
costly. The paper investigates the elements and activities crucial for developing frameworks that
manage risks in information security. By conducting a literature review, this research identifies
common processes across various risk management models, such as asset identification, risk anal-
ysis, and the establishment of controls. It highlights adopting standards like 1ISO 31000 and 1SO
27005 and methodologies such as Magerit and COSO, advocating for a personalized approach to
risk management. This tailored approach aids organizations in identifying information assets and
understanding the inherent risks, thereby enabling the establishment of quantitative metrics for risk
assessment and the implementation of protective controls. The study underscores the necessity of a
risk management model in achieving an organization’s objectives and mitigating information securi-
ty risks, advocating for models that adapt to specific organizational needs rather than directly copy-
ing existing standards. The findings suggest that technological innovations and predictive analytics,
through Big Data and machine learning, are future directions for enhancing risk management and
information security levels. This research provides a foundational insight for future studies exploring

risk management frameworks in diverse organizational contexts.
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1. INTRODUCTION

S INFORMATION Systems are increasing in

business, risk materialization has be-
come increasingly costly, even more so if
adequate risk management is not carried
out (Sasidharan et al., 2022). For example, a
study by the Organization of American States
(OAS) and the Inter-American Development
Bank (IDB) indicates that in 2016, a loss of

$575 billion was estimated worldwide due to
information security incidents. Meanwhile, in
the Caribbean and South America, a loss was
estimated between $90 and 180 billion (Turk
et al., 2022).

The development of the organization’s
own operations, processes, and procedures
occurs in this context, in which the aim is to
promote digital transformation initiatives and
promote the use of emerging technologies,
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whose adoption collides with manual and me-
chanical processes that are current (which
are of value to the organization), and others
that have strong roots in the organizational
culture, presenting resistance to change.

This situation becomes more complex
when considering that the operators of the
organization’s processes do not always have
fully identified all the information assets
they manage, not knowing their value or ap-
propriate treatment. Rodrigo Yashir, as cited
in (Preidys & Ramanauskait, 2021), in turn,
states that: “with respect to the responsibil-
ities of matters about the security of infor-
mation assets, there is a lack of understand-
ing in organizations,” especially those in the
public sector, manifesting itself at the lead-
ership level, which usually It is the respon-
sibility of the technological areas, without
the support of senior management, having
an orientation towards computer security,
without fully considering comprehensive
aspects of security-oriented to information
assets, whether physical or digital; thereby
increasing the risks to which the organiza-
tion is exposed.

In another study by Digiware, it was esti-
mated that the economic impact was high in
Peru, $4 billion, so risk management should
be considered a more serious issue within
companies. In a 2015 Ernst & Young study,
100% of respondents indicated that their
current information security scheme does
not fully cover the needs of their organiza-
tion. In this study, 41% of companies consider
they have minimal probability of detecting a
sophisticated attack. They admitted that the
main reason hindering information security
effectiveness is 100% due to budgetary con-
straints and 89% due to the lack of special-
ized resources, respectively (Sasidharan et
al., 2022).

In this scenario, using models that con-
tribute to the adequate management of
these risks can reduce the negative impacts
of risks inherent to the information assets
that the organization has, applying analyti-
cal techniques that allow knowing the level
of dangerous events to evaluate the impact,
probability, and consequences that they
could generate, contributing to the analysis,
identification, and treatment of said risks.
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This research focuses on reviewing the
literature referring to risk management mod-
els, to identify the elements and activities to
be considered while developing frameworks
that allow managing risks pertaining to in-
formation security.

2. SOURCE
2.1. Risk management model

A risk management model contributes to the
organization in identifying its information as-
sets, as well as knowing the risks inherent
to them. In addition, it allows establishing
metrics that allow the value of the risk to be
quantitatively measured, knowing the wvul-
nerabilities, establishing necessary controls
that protect said assets from attacks or se-
curity threats and establishing controls that
allow facing the risks that arise.

The development of personalized risk man-
agement models is supported by standards
and/or management methodologies, such as
ISO 31000, ISO 27005, Magerit, COSO, etc.
The risk management models analyzed are
characterized by having some common pro-
cesses, such as:

— Establishment of the context.

— Definition of scope.

— Identification of assets.

— Identification, analysis, and evaluation of
risks.

— Declaration of Applicability.

— Risk treatment.

— Compliance review.

— Measurement (Measure effectiveness of
controls)

— Corrective actions.

— Registration and report.

— Monitoring, follow-up, and review.

— Communication and consultation.

Adequate risk management is used as a
baseline for determining and defining the
organization’s objectives (Preidys & Ra-
manauskait, 2021). Therefore, the basic crite-
ria for fulfilling these objectives are defined
in this phase. It is necessary to consider that
risk management must be able to integrate
with the organization’s context, both internal
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and external. This entails defining the inter-
nal and external conditions to establish the
risk management framework. At the internal
level, it is considered:

— The organizational culture.
— Organization resources.
— Organizational processes and objectives.

2.2. Information security

It contemplates the protection of data or as-
sets that store information that is essential
for an organization. The management of said
assets may or may not involve the use of tech-
nology (Ma, 2022). A proactive process or
planning is essential to protect information,
which guarantees efficient use in processing
information (Li, 2022). To this end, organiza-
tions must consider measures that increase
the related aspects.

3. MATERIALS AND METHODS

According to the reviewed literature, various
elements, processes, and common activities
are identified while developing risk manage-
ment models as a reference guide in their de-
velopment, having an orientation towards the
security of the risk information management
model. That is why we ask ourselves: How im-
portant are risk management models in infor-
mation security for organizations?

To answer this question, it was carried
out based on a systematic review, which
requires a sequence of locating, analyzing,
ordering, counting, and evaluating a bibliog-
raphy from defined sources over some time.
The advantages are that the process is repli-
cable, scientific, and transparent (Tranfield;
Denyer; Smart, 2003). This article propos-
es to review the concepts associated with
risk management models in organizations
based on a protocol that allows the specific
criteria and parameters of the information
search and analysis process to be defined in
advance. It specified the process that would
be followed during the search, the filters to
select the information, and the flow it would
follow until it was appropriately structured.
The above is summarized in three major
phases:
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1. The choice of the information source and
sample data selection.

2. The transformation of data through the
use of bibliometric techniques.

3. The report of the results.

The literature review was carried out us-
ing mixed methods, that is, content analysis
and statistical analysis (Lu et al., 2014), for
which not only publication trends, main au-
thors, and journals were identified, but also
They managed, compiled, and analyzed the
various elements or data of the documents
with the support of the Maxqgda qualitative
data analysis software, which allowed struc-
tured data to be analyzed. The systematic re-
view report was constructed and, at the same
time, updated throughout the research.

The review started from an exploratory
search, through which the expression infor-
mation security risk management was identi-
fied as a term equivalent to risk management
in information security. The databases of the
Institute of Electrical and Electronics Engi-
neers (IEEE), ScienceDirect, and Web of Sci-
ence were selected, considering that it is an
international reference for its content of quali-
ty articles together with the Scopus database.

The search equation used was:

TS: (“information security”)

This equation was intended to be broad
and have the maximum possible coverage
while still having a manageable size of the
results, which is why using logical operators,
search strings, and restrictions in specific
security areas was avoided to have complete
information for subsequent bibliometric and
qualitative analyses. We consulted for pub-
lications indexed between January 1, 2019,
and September 30, 2022 (date of last data up-
date). Documents considered gray literature
and those over four years old with the dates
above were excluded, resulting in 33 articles.

The titles of the articles based on theoretical and
empirical research were examined, referring to:

1. Good practices in information security;

2. The frameworks or methodologies for de-
veloping a risk management model.

3. Information security policies and controls
to manage risks.

4. Risk management within companies.
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This article is proposed as a starting point
for future research that considers delving
into each proposed organizational category
and studying other work frameworks in vari-
ous organizational contexts.

4. RESULTS AND DISCUSSION
Several articles mention the use of the ISO/

IEC 27000, ISO/IEC 31000, and COBIT stan-
dards, which are known as a best practices

Authors  Good practices Policies
(Hamdi Balanced Information
et al., 2019) scorecard Security policies
(Garcia & Best practices Information
Moreta, 2019) P security policy
(Antunes Business IS security

et al., 2022) practice policies
National
(Corelere, Certification information
2021) ) .
security policy
(Denker, Conformity .
assessment Policy
2021)
procedure
(Gonzalgz- Informa_tlon Power and
Granadillo security olitics
et al., 2021) certification P
(Sai Manoj Inizrcrﬂfi?;n Security policy
et al., 2019) )
compliance
Information
(Walkowski security Security policy
etal, 2020) management adoption
system
(Zhu et al., Informa_?on Security policy
2021) sgcurl y implementation
p
requirements
Information
e(tFiacjpoer)eer)) systems security Techor:itz:logy
Y’ standards policy
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guide, presented as a framework, and consid-
er the philosophy that IT resources need to
be managed by a set of processes naturally
grouped to provide the relevant and reliable
information that an organization requires
to achieve its objectives, and finally allows
an evaluation of the processes involved in
the organization. The following table shows
the results of the investigations regarding
risk management considering the different
factors.

Risk I AT Securit
management FO IS incidentys
9 systems
A.ST:‘Et . Cloud computing Computer
classification crime
Asset Computer .
identification networks 2RI SEEUT
Business ICT security .
. . . Downtime loss
information risk tools
Controls ICT Evept
studies
Information Information . .
Insider trading
assets systems
y! systems security ecurity
analysis violation
security risk  systems security Org@nizationa
y Y Y effectiveness
management management
. Information .
Information Security
security threats systgms breaches
services
Information Information .
. Security
security technology
L s shocks
vulnerabilities capabilities
Information el Information
X technology
systems risk . leakage
security

Table 1. Research related to the systematic review
of risk management. Source: prepared by the author.

Organizations contemplate managing in-
formation security with greater precision re-
garding existing risks or those that may ma-
terialize at some point (Oh et al., 2021). As the
review of the articles demonstrates, many
factors must be considered. Although many
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of these organizations choose to implement
an information security management system
(ISMS) directly, they fail to mitigate securi-
ty risks or incidents (César, 2021) because it
is not formulated a model that allows you to
solve your needs regarding risk management
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and information security, as evidenced in Ta-
ble 1. This alludes to the importance of a risk
management model for an organization that
gives a starting point at which each aspect is
considered, allowing it to achieve its objec-
tives and goals (Ekstrom et al., 2021).

For Zhao et al., (2019), organizations are
currently choosing to consider personalized
models for risk management based on the
calculation by risk groups, in the same way
(Johnson et al., 2021) mentions that the analy-
sis probabilistic risk analysis (PRA), which al-
lows analyzing the performance of the system
when an interruption occurs, will enable or-
ganizations to anticipate this situation, which
the model should contemplate or integrate.

5. CONCLUSIONS

Implementing risk management models
aligned to an organization’s particular re-
quirements contributes to the reduction of
costs and makes the processes of an orga-
nization more predictable. This helps senior
management to make better decisions to
communicate and resolve their risks more ef-
fectively. An existing standard should not be
copied, applied, and used as a standard prac-
tice since its adaptability to the organization
must be considered and applicable to specific
situations. Organizations face different types
of risks and must take different approaches
to eliminate or control them.

A risk management model contemplates
exploring the organizational factors and risk
management practices that affect the achieve-
ment of the objectives they consider strategic.
The purpose of managing risks is to develop
a detailed analysis of the organization, its op-
erations, assets, processes, and existing in-
terrelationships to establish a complete list of
risks, which involves identifying, analyzing,
and providing risk treatment alternatives.

The trend for risk management is towards
a decrease in human interventions; this will
increase as regulations become more com-
plex and compliance controls tend to be more
demanding. To reduce error levels, Those
that cannot be automated will require a high-
er level of control, monitoring, and follow-up.
Technological innovations will contribute to
decision-making in risk management; they
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will allow the use of large amounts of infor-
mation such as Big Data and “machine learn-
ing,” to develop tools that provide predictive
information and increasingly precise using
the identification of behavioral patterns from
data sets without human intervention in the
data learning process, which will increase in-
formation security levels.
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